
What is Free and Open Source?

Giving software away for free goes back to the beginnings of 
computing.

Before the mid 1970s software was considered an “enabling” 
technology, i.e. you could not sell hardware unless the software 
existed. Customers wrote their own programs for their own use.

Then commercial operations saw a market for selling programs 
to the multiple customers at a standard price.

In the mid 1980s, Richard Stallman invented the General Public 
License which used the law of copyright to prevent the 
(mis-)appropriation by commercial interests of work done by 
engineers for their own benefit.

In 1991, Linus Torvalds releases the first prototype of Linux.

Since then, the free and open source “movement” has thrived 
and created many of the essential tools that make the existing 
computing world work.

The logo above is of the Open Source Initiative: http://www.opensource.org/

http://www.opensource.org/


Free & Open Source Software

Pros

More secure – no viruses in the wild. Firefox + Noscript plugin 
stops websites doing damage to your machine.

Faster updates when security flaws discovered. No more waiting 
for “patch Tuesday”.

No license fees to pay.

No lock-in to a particular vendor. Standard formats used 
wherever they exist. Your files will still be accessible whatever 
happens.

Only update if you need to. No more following the update 
treadmill.

Your system will have no hidden features that a vendor insists 
on, like “phoning home” without your knowledge.

Several applications to choose from to do a given job.



Free & Open Source Software

Cons

There is no one to kick to get things changed but yourself.

Applications are sometimes “good enough” and so may not 
appear “finished”.

Some hardware support is missing due to the hardware 
manufacturers refusing to provide the necessary information to 
create the drivers. You should do some research before buying 
printers, scanners, etc.

The system is less understood and so help is not so readily 
available. You have to know where to go and how to ask to get 
all the advice you need.

Some multi-media will not work, since some formats are tied up 
in patent restrictions in some jurisdictions.

Some applications are Windows only.



OpenOffice instead of MS Office

OpenOffice.org is downloaded more than 1,200,000 times per 
week (62,400,000 per year). Estimated installations: more than 
135,000,000.
Source: http://wiki.services.openoffice.org/wiki/Market_Share_Analysis#Known_Distribution_Numbers

Microsoft's estimate of PC market size: 300,000,000 per year.
Source: http://blogs.eweek.com/applewatch/content/macbook/microsoft_ceo_scoffs_at_mac_share_gains.html

A survey in Sept 2009, shows that 13% of Windows PCs now 
have OpenOffice installed.
Source: http://www.infoworld.com/windows-pulse

and: http://www.computerworld.com/s/article/9137738/The_truth_about_Windows_users?taxonomyId=0&pageNumber=1

OpenOffice, by default, uses the document format .odf, which 
has been an ISO standard since 2006, and is supported by many 
other office applications, both free and proprietary. MS Office 
still does not support it exactly like the others, so that its 
interoperability is compromised.
Source: http://www.robweir.com/blog/2009/05/update-on-odf-spreadsheet.html

Conformance to standards is important to ensure that anything 
created in these formats can still be read no matter which 
commercial companies still exist.

http://www.robweir.com/blog/2009/05/update-on-odf-spreadsheet.html
http://www.computerworld.com/s/article/9137738/The_truth_about_Windows_users?taxonomyId=0&pageNumber=1
http://www.infoworld.com/windows-pulse
http://blogs.eweek.com/applewatch/content/macbook/microsoft_ceo_scoffs_at_mac_share_gains.html
http://wiki.services.openoffice.org/wiki/Market_Share_Analysis#Known_Distribution_Numbers


Firefox instead of Internet Explorer

Secure and flaws patched quickly

Many “plug-ins” to support many special features you may need

Noscript plug-in stops execution of any code from a webpage 
without your say-so. Keeps malware away, even if the website 
has been attacked. If a site needs a script, it can be allowed by 
site name.

Annoying adverts can be suppressed by Adblock plug-in making 
loading a site faster. But this can be selectively allowed if 
needed.

Flashblock plug-in can stop those frustrating flashing pictures 
getting in the way.

CookieSafe plug-in provides better privacy if needed by refusing 
to accept cookies from a site.

ReminderFox plug-in can be used as a simple diary and 
reminder application



Security flaws in Internet browsers

An independent report comparing the browsers Microsoft 
Internet Explorer and Firefox for the year 2006 found that users 
were exposed to unfixed known security flaws for 284 days in 
the case of MS IE, and just 9 days for FF.
Sources: http://blog.washingtonpost.com/securityfix/2007/01/internet_explorer_unsafe_for_2.html

and: http://www.mozilla.com/en-US/firefox/security/

The 9 day exposure in FF was due to a single bug reported from 
an internal test case on 18 April and the fix was released to the 
world on 27 April. The full history of the problem and its time to 
fix is open for all to see here: https://bugzilla.mozilla.org/show_bug.cgi?id=334515

Source: http://blog.washingtonpost.com/securityfix/2007/01/internet_explorer_unsafe_for_2.html

In July 2009 Microsoft admitted that they had not managed to 
patch a security hole in Internet Explorer that was reported in 
early 2008 (16 or 18 months before).
Source:
http://www.computerworld.com/s/article/9135370/Microsoft_admits_it_knew_of_critical_IE_bug_in_early_08?taxonomyId=125

Just visiting a website with MS IE could infect your computer. 
Firefox will NOT install anything without your say so.

http://www.computerworld.com/s/article/9135370/Microsoft_admits_it_knew_of_critical_IE_bug_in_early_08?taxonomyId=125
http://blog.washingtonpost.com/securityfix/2007/01/internet_explorer_unsafe_for_2.html
https://bugzilla.mozilla.org/show_bug.cgi?id=334515
http://www.mozilla.com/en-US/firefox/security/
http://blog.washingtonpost.com/securityfix/2007/01/internet_explorer_unsafe_for_2.html


Do you want to try Ubuntu?

Are you curious?
Are you fed up with -

1. Microsoft's failure to address security issues in a timely 
manner? See the poster “Security flaws in Internet 
browsers”

2. With the risk to your PC from viruses?
3. Having to run a virus scan weekly?
4. Having to buy a new PC when Microsoft stops support of 

an operating system you are happy with?

If the answer is yes then try Ubuntu on your PC without 
impacting on Microsoft XP or Vista?

Is it difficult? No, it is very easy, watch the demo

Do you want to try it? What do I need?
1. A PC that can boot from a CD/DVD. All recent PCs do 

that
2. A CD/DVD to hold the operating system

There is no impact on your PC in any way



Open Source and the Internet

In Sept 2009, open source Apache delivered the content from 
47% of all sites (Microsoft 22%), and 54% of the top million 
(MS 20%). Source: http://news.netcraft.com/archives/2009/09/23/september_2009_web_server_survey.html

The open nature of this software has enabled standards to be 
enforced so that ALL computers can talk to one another and can 
find any website anywhere. The programs known as bind and 
sendmail are open source and are used almost universally. 
Without them, you would be unable to find sites by name, nor be 
able to send e-mail.

Open standards prevent the locking in of these features by any 
single commercial interest.

See also: http://www.netc.org/openoptions/background/internet.html

and: http://www.netc.org/openoptions/background/history.html

As a comparison, in Europe the mobile phone industry is 
thriving in an environment defined by the GSM standards. But 
in the US it is fragmented and falling behind because it failed to 
acknowledge the usefulness of standards.

http://www.netc.org/openoptions/background/history.html
http://www.netc.org/openoptions/background/internet.html
http://news.netcraft.com/archives/2009/09/23/september_2009_web_server_survey.html


News and Comment

NSW Police: Don't use Windows for internet banking
http://www.securecomputing.net.au/News/157767,nsw-police-dont-use-windows-for-internet-banking.aspx

Consumers wanting to safely connect to their internet banking 
service should use Linux or the Apple iPhone, according to a 
detective inspector from the NSW Police, who was giving 
evidence on behalf of the NSW Government at the public 
hearing into Cybercrime today in Sydney. (Munir Kotadia 
9/10/2009)

Avoid Windows Malware: Bank on a Live CD
http://voices.washingtonpost.com/securityfix/2009/10/avoid_windows_malware_bank_on.html

An investigative series I've been writing about organized cyber 
crime gangs stealing millions of dollars from small to mid-sized 
businesses has generated more than a few responses from 
business owners who were concerned about how best to protect 
themselves from this type of fraud. 
The simplest, most cost-effective answer I know of? Don't use 
Microsoft Windows when accessing your bank account online. 
(Brian Krebs 12/10/2009)

http://voices.washingtonpost.com/securityfix/2009/10/avoid_windows_malware_bank_on.html
http://www.securecomputing.net.au/News/157767,nsw-police-dont-use-windows-for-internet-banking.aspx
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