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Networking

by Andy Pepperdine

Basics
Networking as an area of computing is probably more rife with acronyms than any other. Here are a 
few terms that might be useful.

Glossary

Ethernet

Ethernet is the name given to one of the low level methods of passing messages over a network. It 
defines how a message is encoded, how it is addressed, and how it is to be interpreted when 
received.

Often, it is used to apply (erroneously) to the shape of a socket on a machine. Indeed it is not even 
necessary, in theory, that the connection is electrical or optical in nature, as the Request For 
Comment (RFC) on IP Datagrams on Avian Carriers (1 April 1990) [1] shows.

MAC address (Media Access Control address)

The MAC address is a number given to every single piece of electronic equipment that might 
conceivably be attached to a network. All of these numbers are unique; no two pieces of equipment 
are assigned the same number. They can be used as an unambiguous identifier for any machine, 
computer, printer, toaster, etc. Manufacturers apply to the IEEE for blocks of numbers at a time for 
their products. The MAC number is 48 bits (6 bytes) in length, but later ones are moving to a 64-bit 
number to extend the range.

Although these numbers are intended to be universally unique, modern equipment often has the 
ability to change the MAC address. This is not a recommended practice, although sometimes a 
network manager may do so to ensure that replacement of an old by a new machine does not cause 
any untoward effects.

Note that a particular device may have more than one MAC address – there may be one for each 
interface connection to each network. So if your machine has a wireless and ethernet connection, it 
may have different MAC addresses for the two routes to your network.

IP address (Internet Protocol address)

When a machine is attached to an Ethernet network, it is provided with an IP address. This is the 
address used by all the routing equipment on the network to locate the machine. The numbers are 
assigned by the Internet Assigned Numbers Authority (IANA) for the global network.

A given machine may have more than one IP address – typically one for each network it is attached 
to.

In this paper, I shall use the common IPv4 range of addresses. These are limited in number, and are 
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running out across the world.

The specification of a replacement, larger range of addresses was published in Dec 1998, and over 
the last 10 years or more, work has been going on to prepare for all equipment to shift to what is 
known as IPv6 which is not expected to be exhausted at any foreseeable future time. The reason is 
that there is no point in a website taking one of the new addresses unless the vast majority of its 
expected users can access it, and that means all the consumer products must be able to process these 
addresses.

We can look forward to some interesting effects over the next few years as the older addresses are 
exhausted and the ISP's in the UK are dragging their feet in providing services to allow the 
consumer access to the larger ranges.

Private IP address ranges

Since there are many individuals and enterprises that use internal networks, they have allocated 
three ranges of numbers that you can use on an internal network without recourse to them. These 
are:

10.0.0.0        -   10.255.255.255  (10/8 prefix)
172.16.0.0      -   172.31.255.255  (172.16/12 prefix)
192.168.0.0     -   192.168.255.255 (192.168/16 prefix)

These addresses must not be allowed to be seen outside their local networks.

An even more private address is the special loopback IP address. This is 

127.0.0.1
and refers to the same machine. It is sometimes known as home, and is associated with the domain 
name localhost. It is special in the sense that although it goes through all the message preparation, it 
sidesteps all of the hardware connections and comes straight back into the machine the message was 
sent from. It can be useful when debugging the software part of the connection.

All other addresses are known throughout the world.

WAP (Wireless Access Point)

A WAP provides the ability for a roaming device to connect to it using some protocol defined by the 
WAP. On a domestic wireless router, the Internet connection is through that router and will be 
charged as part of the normal Internet service provided by the ISP. Any visitor could use such an 
access point provided they have been given the appropriate key. Access points should be protected 
by encryption and passwords as they can be viewed by any nearby device; unlike cables which 
would need access to the cable to eavesdrop.

Conceptually, a wireless connection can be considered a “virtual cable” connecting your computer 
to your WAP. However, outsiders cannot interfere with your cables without physically cutting into 
them, whereas they can hook into your WAP remotely unless you have set up encryption and/or 
password protected it.

The first generation of wireless connection was termed WEP (Wired Equivalent Privacy) which 
turned out to be a misnomer as its encryption was relatively easy to crack. It should be avoided for 
modern use. Instead, use WPA (Wi-fi Protected Access) or the most recent WPA2.
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Router

A Router is a piece of equipment that actively decides the route that a message is to take. They are 
typically used to span more than one network. For example, the router you may use at home will 
have a number of Ethernet ports, and/or a wireless connection into it, together with a telephone type 
connection to the wide world of the Internet. When it receives a message, it will check the header to 
see what the destination is, and then send it along the relevant other channels. The rules it uses to 
determine the routing will not allow any of the private address ranges to be sent to the outer 
Internet, nor it will allow anything that may accidentally come in that way to be sent to the internal 
network.

Switch

A switch is typically a piece of equipment that will enable all its ports to be seen by all others, so it 
can be used on a network to save cabling costs. It does not appear as an addressing node. It makes it 
look as though all the equipment can be connected to all the other equipment accessible from 
theswitch, just as though there was a single cable connecting them all. It differs from a hub in that it 
can optimise the traffic and will be faster overall. However, on a domestic network, the difference 
will probably be insignificant.

In a network, every machine is electrically / wirelessly connected to every other machine.

DHCP (Dynamic Host Configuration Protocol)

When a machine starts up, it already has a MAC address since that is defined by the hardware. It 
does not yet have an IP address, which is an attribute of the network. There are a few ways in which 
it can acquire one, the most common of which is via DHCP, whereby the machine will send out a 
request for a server to assign IP addresses to machines as they appear on the network. In a home 
setup, typically, this is done by the router, which will then select a suitable address and reply to the 
request with it. There must be no more than one such server active at any one time on a network 
(but there may be backups to allow for it to fail).

Another method, not quite so common now, is to fix the machine to a given IP address. In such a 
case, it must be done in co-operation with the router to ensure there is no clash. Historically, this 
was the only method in which it could be done.

DHCP was defined in 1993, and became common around 1997 as it makes the administration of 
networks much simpler.

ADSL (Asymmetric Digital Subscriber Line)

ADSL is the name given to the form of connection between a home subscriber and the telephone 
network, usually, a twisted pair of copper wires linking the phone to the local exchange. It is 
asymmetric as the speed of transmission in one direction (upload) is slower than the speed in the 
other (download).

DNS (Domain Name System)

When you access a website, you will be using typable names, but the underlying system requires IP 
addresses to route the messages. The conversion between these two is done by a DNS Server. In 
order that you can access websites, you will either have to know the IP address directly, or will need 
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a DNS server to tell you what the corresponding IP address is.

The obvious question is, how do I get to a DNS server? Those servers at least must need IP 
addresses directly, since they will do all the other translations. Your ISP will provide you with a 
DNS server, or you could use one of the public and free ones. They will all do the same job.

Typically, you will use two DNS servers since to maintain one may need it to be off-line sometimes, 
and so the other will be in use during these periods.

Managing a network via a domestic router
Modern routers with an ADSL Internet connection will almost certainly have an interface from any 
machine on the LAN using a normal browser. The IP address of the router will be supplied by the 
manufacturer, as will the user name and default password in order to log on to it and customise it. 
All of this information is usually put on a label attached to the base of the router.

The first thing you should do on setting up a router is change the default password. This should be 
done before you set up the connections to your ISP, or if you are sufficiently paranoid, before you 
even plug the ADSL cable into the phone socket.

Your ISP will provide a username and password to access their network, and they will also supply 
the address(es) to use for your DNS server.

It is advisable to use only a cable connection to the router when administering it. If you change 
wireless settings, then you will lose any wireless connections until they can be re-established, but 
cables remain connected.

Example

I shall use my own router as an example to show what information is available, and how to change 
key settings. Your router will be different, but the options should be similar.

My setup looks like this diagram, where “desk” is my normal machine which also acts as a server. 
During the demonstration, the laptop can be switched between wireless and ethernet connections; 
but the netbook will only be used via a wireless connection.
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Normal stuff on Ubuntu

How do I find my own IP address and MAC address?

Under Ubuntu, these items are listed under System → Administration → Network Tools, then 
choose the interface from the drop-down list. The ethernet card will probably be listed as “eth0”. 
The wifi link will have its own identifier in the list (e.g. “wlan0”). The loopback is given the 
conventional name of “lo”.

The IP address will be given in the table shown.

The MAC address is reported as the “hardware address” in the text below the table.

DNS server addresses

Normally you will never need to bother with this except to set the values in the router when it is 
configured. But if you are travelling a lot and want to ensure always to use the same DNS servers 
for some reason, then Ubuntu allows you to ask for an IP address from the DHCP server, but not the 
DNS configuration. As this is a rare case, I'll just point you to [3] to show how to do it. The 
OpenDNS is a free service to anyone who wishes to bypass the DNS servers they have been 
connected to, for example, if you are uncertain of the provenance of the servers or feel there are 
security implications via a foreign network provider.
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Sharing folders with Ubuntu

Glossary: the machine that holds the folder is called the server. The machine that will access the 
folder across a network is called the client.

These days, sharing folders over a network is done with the Samba package. The name of the 
protocol that is in use is CIFS (Common Internet File System), and not the deprecated SMB (Server 
Message Block). When doing searches to find how to do things, use CIFS in the search terms.

Server side work

In Nautilus, making a right click on the name of a folder on the server will give you the option to 
share it. If this is the first such sharing, it may prompt you to install the relevant package which is 
known as the Windows sharing service. The recent Ubuntu versions default to using the same 
sharing services as Windows needs, largely because it is the most common reason to share, but also 
the service has many advantages over the native Unix form of sharing known as NFS (Network File 
System) for the casual user. It does not need fixed IP addresses to be assigned, and clients can 
browse the network to find shared folders.

Follow through the dialog, and the folders will become available to others on the network, by 
default read only. If you wish to allow access for writing, deleting, etc, then turn on the relevant 
options. If you want anyone to access it, not just a user with the same name, then that also is an 
option.

Note that sharing from Linux adds more checks on whether you can write to a file or folder. First, it 
ensures that the share was for read or write access to the user on the client; and then whether the 
particular file or folder has the relevant permissions as part of the Unix file system.

The Samba server on Linux makes the folder look like it was on a Windows server machine and 
presents it as closely as possible to what Windows would show.

Client side work

On the client, the file browser, like Nautilus, can see what is being shared on a network. When the 
first attempt is made by a user to access a file, a challenge may be made to give the name of the user 
on the server who owns the files, and the login password for that user. This will then allow access 
to those files as though they were that user logged onto the server. For this reason, it may well be 
best to consider using a special username (e.g. “public” or “common”) to own the files on the server 
so as to indicate their more open use, and to protect the users who are working directly on the 
server. Users on the server will be able to see the same shares on their network and be able to access 
them the same way so that it looks the same whatever machine you are working on.

Accessing a share via a Samba client, will mount the folder under the .gvfs folder in your home 
directory. Look in there to find the Unix file system names for the shared folders.

Each user on the client must mount the share independently.

Mounting a Samba share in Linux

This sharing technique allows access to the remote files via Nautilus and other file browsers that 
can see the network. You can access it via your local mount point under .gvfs.

It does not make it generally available for everyone on the system, nor mount it automatically. To 
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do that requires another step which is a bit beyond what is intended for this demonstration, so I will 
point you at the resources at [2].

Sharing printers on Ubuntu

A common domestic case will be that you have a printer attached to a given machine, and not on its 
own connection to the network. But you want to use the same printer (when the attached machine is 
switched on and booted up) by other laptops that have been acquired later.

In Ubuntu this is easy. Start on the machine where the printer exists (the print server) with System 
→ Administration → Printing, when the available printers will be visible. Right click on the printer 
to be shared, and tick shared in the menu. Or you can right click → Properties → Policies and tick 
Shared.

On the client side, again start from System ->Administration → Printing. When the dialog starts, go 
to View and tick Discovered Printers to see them. When it has found the one you want, right click 
on the icon for it and go through the normal dialog to set up the drivers for it, just as you would 
have done for the server when the printer was first installed.

Printers under Linux are usually shared through the cups (Common Unix Printing System) service.

Sharing printers via Samba

Samba by default on Ubuntu automatically shares any printers that are shared via cups. This makes 
it easy to share among all sorts of machines, and requires nothing more to be done for Windows to 
see printers from Windows. (I assume the documentation is correct here – I cannot test it.)

If the printer is attached to Windows, then you need to add the printer in the Ubuntu client. To do 
this, start as usual with System → Administration → Printing, and then go to Server → New → 
Printer, select the Network printer option, and then Windows Printer via Samba. Next, put in the IP 
address in the box, and browse.

When you've found the printer, put in the relevant authentication details, and add the printer drivers 
as normal.

Note: I've been unable to test this as I do not have a Windows system. Please use Google to get  
appropriate information.

Diagnostic features in Ubuntu

Ubuntu contains by default a useful set of tools accessible via System → Administration → 
Network Tools. The most important ones are:

Ping

Ping is the way to see whether an address can react to a message. Assuming that it can react to 
pings, then it can be used to test that the network can see the name / IP address you ask it to ping. It 
is used mainly for continuity and address acquisition tests. It also records the time for an 
acknowledgement to be received.

Traceroute

Traceroute can tell you which path a message will probably take to its destination. Since the Internet 
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does not give certainty as to how a packet reaches its destination, Traceroute might give different 
results for each attempt. It usually does not, but that is not in the design. By trying something 
outside, you can see how many hops are taken before your ISP lets the packet out into the Internet 
backbone. The results may surprise you.

Since Google is always up and responsive, it is a good place to try if you have nowhere else to test. 
Some nodes are not responsive to the trace requests and can lead to the spoor vanishing.

Traceroute can also be used from the command line. I've sometimes found that the graphical version 
and the command line version give alternative results in that one of them may be unable to 
complete the trace, while the other does.

Port scan

The ability to scan all the ports to see whether a reaction appears can be used to check whether the 
firewall is working as it should.

Caution: Do not do this on an external site without their explicit permission. Scanning for 
responsive ports is a signal of a hacker looking for a way in, and it could result in you losing access 
to that site. Use it on your internal network by all means to test your own machines.

A free site you could use to test your external view is given in [5].

Finally …
… when you have a problem, ask. There is a lot of help around.

Further information
[1] There have been a steady stream of humorous 1 April RFCs over the years, starting in 1978 and 
inspired by RFC 527 in 1973. The homing pigeon protocol, RFC 1149, is at 
http://tools.ietf.org/html/rfc1149 experimentally implemented by a group in Bergen, Norway, in 
2001, see http://www.blug.linux.no/rfc1149/

[2] To automatically mount a Samba shared folder, see 
http://rockpenguin.wordpress.com/2008/05/21/ubuntu-and-mountcifs/ and 
http://ubuntuforums.org/showthread.php?t=288534.

[3] Changing your DNS servers to OpenDNS https://store.opendns.com/setup/device/ubuntu/.You 
can find out more about OpenDNS at their homepage: https://www.opendns.com/start/

[4] A primer in Samba if it is needed is at https://help.ubuntu.com/community/SettingUpSamba

[5] To test your Internet facing firewall there are several sites around that can give a free service. 
For example, https://www.grc.com/x/ne.dll?bh0bkyd2
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