
21st March 2007 – Security Basics

THE WEAKEST LINK IS THE PERSON HOLDING THE MOUSE 

What is at risk? 
Your data, letters, e-mail address lists, bank and credit card account information. 

Your PC might be taken over to send spam and propagate viruses and worms. 
Almost all spam comes from PCs that have been cracked. 

Malware 
Malware is the generic name for any program that is installed on your PC, but which you do not want 
there, and which potentially can do you some damage. 

Types of malware: virus, worm, trojan, spyware, adware. All of these are bad. 

Viruses and trojans typically arrive via e-mail. Worms come in uninvited directly through your Internet 
connection. Any of them can appear after you've visited a malicious website. 

Other security risks
Identity theft, i.e. the acquisition of enough details about you that someone else can pretend to be you 
and pay for things via your bank or credit card account. Using e-mails and websites to hoodwink you 
into giving this information out is called 'phishing'. 

Wireless routers left open, so anyone else close by can use your bandwidth at your expense or access  
data on your computers. 

What can be done to keep secure? 
● Install and use a firewall. 

● Install and use anti-virus software, spyware blocker, pop-up blocker and ad-blocker. 
● Use unusual passwords and change them regularly. 

● Adopt safe habits when reading e-mail. 

● Adopt safe habits when browsing the Internet. 

● Use the security features of your ADSL modem/router, particularly if you are using wireless. 
● Use separate PC accounts for each member of a family. 

Firewall 
There are many available (Zone Alarm, McAfee, built-in to XP). Install one and turn it on. It is better 
not to see some websites easily, than to open yourself to an attacker. Remember to set up controls for 
outgoing traffic as well as incoming. If possible, stealth all ports. 

Passwords 
● Mix upper and lower case letters, numbers and special characters. Do not use any dictionary 

word, relative's or pet's names, or birth dates, or addresses, or car numbers, or anything else 
associated with you. Make passwords at least 8 characters long. 

● Use as many different ones as you can manage. If one place gets cracked, you do not want to give 
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the attacker the keys to everything else as well. 

● There are some “wallets” which will keep all your passwords in one place, and then you need only 
remember one (e.g. QWallet). Firefox can save passwords in a safe place, and will require a 
password to read them again. It is even safer not to keep them on your PC at all, and always enter 
them from the keyboard. 

e-mail 
● Install a virus checker, and keep it up to date. 
● Most e-mail clients (Outlook Express, Thunderbird, etc.) can have a 'preview pane'. Turn this off. 

Always read e-mail only when you think the subject line is meaningful, and then double click on 
it. 

● Some e-mail clients (Kmail (not on Windows), Thunderbird??) can be set so they will not interpret 
html instructions unless you say you want to. Use this feature. 

● Turn off the display of images. 
● Beware of attachments. Do not open them unless you are expecting something from the sender 

and the message makes sense to you. 

● Find out what filters your client supports and use them to filter spam where possible. Some can 
move to a junk folder all messages from an address that is not in your address book. 

● It is better to use your browser to follow web links than to use the e-mail client to do it. 

● Webmail (i.e. reading your e-mail through your browser) is safer than an e- mail client, but it is 
still not secure. 

Internet browsing 
● Be cautious about the websites you visit. Most browsers show the address of a link along the 

bottom bar. Read it before clicking. If the address starts with numbers, be very careful. 

● When going to a site that wants your credit card details, make sure that the address starts with 
https note the 's', for secure. Newer browsers change the background colour of the address bar 
when you are reading an https page. 

● Install a spyware blocker (Spybot, Ewido etc.) and an ad blocker (Adaware etc.) 

● Block pop-ups. (Google tool-bar for Internet Explorer preferences in Thunderbird – and IE7?) 
● Many of the dangerous places use Java or Javascript. Most browsers will allow you to turn off 

execution of scripts, and then allow them to be turned on again for selected sites; use this feature. 
For extra safety, turn off loading of images as well – you can look at an image by clicking on the 
place where it should be. 

● If you must use Internet Explorer, set its security level to 'high' which disables Active-X (you can 
then allow it for trusted sites that need it, such as Microsoft Update). 

Wireless connection 
● Read the documentation that comes with it. 

● Set it up so that you must use a password to connect. 

● Enable encryption. 
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● Use the unique MAC addresses to limit access to your specific devices. 

Administration 
● Keep different people in different user accounts, and make sure they all use their own passwords. 

● Allow only one account to install software and perform updates, and do not use it for normal 
work. 

● Do not let your grandchildren loose on your PC except in their own guest account, and do not 
allow them install anything or to run any program they bring with them, download or access over 
the Internet, unless it checks virus-free.

Habits 
● Keep your software updated. 

● Run full checks with your anti-virus, spyware blocker and ad-ware blocker software regularly. 
● Check webmail regularly for accumulation of spam (including spam rejection messages) – your 

email may stop working if you collect enough spam to fill your allocation. 
● Do not open e-mail until you are sure you want to read it. Permanently delete anything suspicious. 

● Check the address of a link before going there. 

● Make sure that a site is secure before giving them any details. 

● Do not allow anyone to use your PC without being sure you know what is happening. 
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