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Silver Surfers: www.silversurfersday.org/classroom.php
Backup – Copy of current and/or recent data for short-term storage in case of catastrophic loss. Only data 
changed or added since the backup was made will be lost. Backups should be made frequently. Their 
usefulness is over when a more recent backup is made. 

Archive – A copy of data for long-term storage and later possible access.

What should you backup/archive?
● Basically, anything that's going to cause you grief if it goes missing

● Archive photos (think children, unrepeatable holidays), documents (Emails, tax returns ...)

● Backup work in progress and things that make the computer work the way you want 
(settings/favourites, programs, patches/updates, drivers, contacts/address books, passwords).

Why?
● Because, at some stage, your computer will fail and restoring the data after it has been repaired is a pain.

● Recovering lost/inaccessible stuff can be very expensive and isn't always possible.

● Consider loss by fire or theft (particularly laptops).

When?
● You may lose everything you've done since the last backup/archive. 

● How often depends on how much you do and how important it is (you might not want to lose even a 
day's work on your great novel). Things that don't change much don't need to be backed-up so often.

● Regularly is best.

How?
● Copy files manually – can automate with a script

Tedious and open to error, especially as file dates aren't infallible. 
● Programs – Built-in, Free, or Purchased e.g. Acronis, Norton Ghost

● Can save time/space by using incremental backups, with the occasional full backup. 

● Businesses do hierarchical backups – daily, weekly, monthly – daily may be incremental, 
weekly/monthly full. Daily and weekly tapes are re-used.

● The original disks for programs etc. are an essential part of your backups!

Where?
● On another part of your hard drive 

But if your hard drive fails you lose both the original and the backup.

● On another hard drive (internal or external)
External is better, as you can keep the backup in a different place for better fire/theft protection.

● On another machine
Can even do this to a friend's or relation's machine in another locality (use encryption!)

● On a different medium (USB thumb drive, CD or DVD, Tape)
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Depends how much data. Thumb drives are convenient, but limited size (up to 2GB). CD (650MB) and 
DVD (4.7 GB) are convenient. Tape drives are expensive for home use but the tapes will hold 40 GB. 
Tape drives are also relatively slow.

● Remotely (Server or Email)
Facilities and programs exist to save data either on your ISP's servers, using your website or Email  
allowance, or on special sites (that charge a monthly fee). Read the small print! They probably don't  
guarantee to preserve your data.

● The truly paranoid might consider running two different types of backup for additional security. 

Who?
● You – manually or script

Easy to miss a configuration or 'favourites' file you need.
● Program settings

Copy selected files (with compression) or make a complete disk image. Some programs give more 
flexibility than others. Special techniques for MS-Outlook backup e.g. compacting due to file format. 

● Remote access
The backup service actually asks your machine for any changed files – so you have to ensure your 
machine is switched on at the pre-set time.

Problems
● Reading old archives

Media types go out of fashion – floppy disks are obsolete. New drives may not read disks created on 
older machines. Microsoft's Windows XP and Vista default settings may prevent you reading CDs on a 
different operating system. Tape drives have already gone through several incompatible generations. 
Avoid proprietary file formats – they are likely to become unsupported. 

● Media life
Who knows? Music CDs are claimed to have a 100 year life – but the CDs we burn on our computers 
are different; they use dyes that may deteriorate or diffuse. Some people claim as little as 5 years for a 
rewritable CD; write-once CDs should be good for 10 – 20 years if kept carefully (cool and dark); jewel 
cases are better than sleeves. DVD and CD technology are similar, so expect similar life. USB thumb 
drives have a write cycle limit. Tapes don't last forever either. Importantly, files are written to tape (and 
to hard disk) in such a way that many misreading errors can be corrected – CDs and DVDs do not have 
this facility. Use a fast (7,200 rpm) hard drive as their bearings last longer.

● Cost
Tapes are expensive; tape drives are relatively very expensive. CDs are cheap – but the cheapest ones 
won't last as long as the more expensive ones from a reputable manufacturer. Look at the cost per GB. 

● Size
If you have a seriously large amount of data, a hard drive is probably the most practicable option.  
Tapes hold a lot, but spreading a large backup over more than one tape is fiddly or requires an even 
more expensive 'carousel' tape drive. CD, DVD or USB are useful for smaller amounts of data ('small'  
is relative – you can store a fairly thick novel on a 1.44MB floppy disk!)

Mike Godfrey 2/2 06/03/08


	16th May 2007 – Backups and Archiving: Keeping Your Data Safe
	What should you backup/archive?
	Why?
	When?
	How?
	Where?
	Who?
	Problems


